
THE WEEK IN BREACH NEWS: 03/01/23 - 03/07/23  
 
 
 
 
 
 
 
 
 

March 8th 2023 by Dennis Jock  
 
Ransomware hits Foxconn, more cyberattack trouble for governments around the world and data about the results of a year's 

worth of phishing simulations in The Global Year in Breach 2022.  
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

If your business isn't using our Dark Web Monitoring Services please 
call us for a free scan and to discuss setting up this cutting edge moni-  

toring service for you!  
 
 

Not ready to talk yet? Visit our website to get your FREE Dark Web  

Scan. You will get a free, no obligation scan sent to your inbox within  

24hrs. Visit today: www.denbeconsulting.com  
 
 
 
 
 
 
 
 

www.denbeconsulting.com  810-207-3188  



U.S Federal Bureau of Investigation (FBI)  
https://www.reuters.com/world/us/fbi-says-it-has-contained-cyber-incident-bureaus-computer-  
network-cnn-2023-02-17/  
 

 
Exploit: Hacking  
 

 
U.S. Federal Bureau of Investigation: Federal Government Agency  
 
 

Risk to Business: 1.657 = Severe  
 

The U.S. Federal Bureau of Investigation (FBI), an  

agency that is often tapped to investigate  

cyberattacks, is investigating a cyberattack of its own.  

The agency has not released any specifics about the  

incident, but news outlets report the hacking involved  

systems based in the Bureau's New York field office  

used by investigate child sexual exploitation. No clear  

timeline on this hack has been made available and the FBI has offered no comment beyond confirming  

that the Bureau is investigating a cyber incident.  
 
 
 
 
 
How It Could Affect Your Business: Government agencies and entities at every level are prime targets for 

the bad guys.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

www.denbeconsulting.com  810-207-3188  



Burton Snowboards  
https://www.bleepingcomputer.com/news/security/burton-snowboards-cancels-online-orders-  
after-cyber-incident/  
 

 
Exploit: Hacking  
 

 
Burton Snowboards: Athletic Equipment Company  

Risk to Business: 1.402 = Extreme  
 

Legendary snowboard maker Burton has canceled all  

of its online orders because of an unspecified cyber  

incident. The company said in a statement that it was  

experiencing an online outage because of a  

cyberattack. Customers were advised to buy in person  

at Burton retailer or use the company's rental  

program. Burton said that it's currently investigating  

the incident with the help of outside experts to establish its impact. No word on what if any data was  

affected or a timeline for Burton to resume processing online orders.  
 

 
 
 
 
 
 
How It Could Affect Your Customers' Business: Retailers have been seeing increasing cybersecurity 

problems around their online operations.  
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

www.denbeconsulting.com  810-207-3188  



Lehigh Valley Health Network (LVHN)  
https://www.wfmz.com/news/area/lehighvalley/lvhn-reports-cyberattack-by-russian-ransomware  
-gang/article_6ceb11e0-b133-11ed-9bdc-7b7c0a2adf99.html  
 

 
Exploit: Ransomware  
 

 
Lehigh Valley Health Network: Healthcare Provider  

Risk to Business: 1.808 = Severe  
 

Lehigh Valley Health Network, based in Pennsylvania,  

has disclosed that it has been the victim of a 

ransomware attack by the Black Cat/ALPHV  

ransomware group. The hospital system was quick to  

assure the public that it was not experiencing any  

operational disruption. LVHN did not specify the  

demanded ransom amount but did state that they  

have no intention of paying the extortionists. The hospital says that on February 6, 2023, the group  

gained access to the network in a radiology office connected to the hospital and used that access to  

launch a ransomware attack against LVHN. BlackCat allegedly stole patient data in this attack, including 

patient images regarding radiation oncology treatment.  
 
 
How It Could Affect Your Customers' Business: Healthcare targets have been getting hammered by 

ransomware groups and hackers thanks to the wide array of valuable data they hold.  
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