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If your business isn’t using our Dark Web Monitoring Services please
call us for a free scan and to discuss setting up this cutting edge moni-
toring service for you!

Not ready to talk yet? Visit our website to get your FREE Dark Web
Scan. You will get a free, no obligation scan sent to your inbox within
24hrs. Visit today: www.denbeconsulting.com
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OneTouchPoint

https://www.securityweek.com/onetouchpoint-discloses-data-breach-impacting-over-

30-healthcare-firms

Exploit: Ransomware

OneTouchPoint: Business Services
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Risk to Business: 1.772 = Severe

OneTouchPoint, a provider of mailing and
printing services, fell victim to a ransomware
attack that has resulted in the compromise of
personally identifiable information (PIl) stored
on its system. The company discovered
encrypted files on some of its systems on April
28. It was later determined that the attackers
had accessed its network on April 27

determined that the compromised systems contained PIl provided by its customers.

Individual Risk: 2.335 = Severe

Exposed information includes names,

description of service, diagnosis codes,

= =

" addresses, birth dates, date of service,

information provided as part of a health
assessment and member ID. OneTouchPoint
lists 34 healthcare insurance carriers and

healthcare services providers that have been
impacted, but the number appears to be larger.

How it Could Affect Your Business: This is going to end up costing this company a fortune

in both incident costs and regulatory penalties.
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NetStandard

Exploit: Ransomware

Risk to Business: 1.672 = Severe

" Kansas-based managed service provider
NetStandard suffered a cyberattack that
i resulted in the company pressing pause on its
a2 ‘ MyAppsAnywhere cloud services, consisting of
.' - hosted Dynamics GP, Exchange, Sharepoint and
CRM services. The MSP detected signs of a
cyberattack last Tuesday morning and quickly
shut down cloud services to prevent the attack’s
spread. The company announced that only the MyAppsAnywhere services are affected, but
news outlets report that the attack may have had a broader impact, with the company’s
main site shut down as well.

How It Could Affect Your Business: No information about consumer/employee PII, PHI or
financial data exposure was available at press time.
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WordFly

Exploit: Ransomware

WordFly: Business Services

Risk to Business:

Email list provider WordFly has been the victim of
a ransomware attack. WordFly's main website is
“~ unavailable and has been offline for the past two
; ‘ weeks. The company says that they discovered
. - the problem on July 10. WordFly said that they
believe that customer data was accessed but they
didn't specify the nature of that data. The
Smithsonian Museums, Canada’s Toronto
Symphony Orchestra and the Courtauld Institute of Art in London are among the company’s
clientele.
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Individual Impact: No information about consumer/employee PIl, PHI or financial data
exposure was available at press time.

How it Could Affect Your Business: Ransomware attacks on service providers in the
supply chain are an ongoing problem that won't be going away anytime soon.
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DuPage Medical Group

https://www.fiercehealthcare.com/hospitals/dupage-medical-group-to-notify-patients-

personal-information-may-have-been-breached

Exploit: Hacking

DuPage Medical Group: Healthcare Organization
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\Risk to Business: 1.619 = Severe

lllinois-based DuPage Medical Group, an
organization with more than 700 doctors in 100
locations, has been the victim of a cyberattack
that exposed patient data. The incident
occurred between July 12-13 and caused a
network outage. An investigation determined
that bad actors had likely accessed patient data.
The medical group is notifying 600,000 patients

that their personal information may have been compromised.
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Individual Risk: 1.619 = Severe

lllinois-based DuPage Medical Group, an
organization with more than 700 doctors in 100
locations, has been the victim of a cyberattack
that exposed patient data. The incident occurred
between July 12-13 and caused a network
outage. An investigation determined that bad
actors had likely accessed patient data. The
medical group is notifying 600,000 patients that

their personal information may have been compromised.

How it Could Affect Your Business: Healthcare is the industry with the highest data
breach cost, and its’ been beleaguered by ransomware.
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