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THE WEEK IN BREACH NEWS: 10/27/21— 11/02/21 

Ransomware sours operations at dairy powerhouse Schreiber Foods, 
jeweler to the stars Graff is in the wrong kind of spotlight, an old gang 
with a new name hits the NRA, trouble at the Toronto Transit 
Commission and a look at the 9 biggest threats from ENISA’s Threat 
Landscape (ETL) report.  

    November 03, 2021 by Dennis Jock 

 

If your business isn’t using our Dark Web Monitoring Services please 
call us for a free scan and to discuss setting up this cutting edge moni-
toring service for you! 
 
Not ready to talk yet?  Visit our website to get your FREE Dark Web 
Scan.  You will get a free, no obligation scan sent to your inbox within 
24hrs.  Visit today: www.denbeconsulting.com 
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United States: National Rifle Association (NRA) 
https://www.theverge.com/2021/10/6/22712250/twitch-hack-leak-data-streamer-revenue-steam-
competitor 

Exploit: Ransomware 

NRA: Gun Rights Activist Group 

Risk to Business: 1.417= Severe 

Guess who’s back? Cybersecurity researchers believe that 
the notorious Evil Corp has rebranded itself as Grief, the 
group that has claimed responsibility for a probable 
ransomware attack at The National Rifle Association 
(NRA). Grief posted 13 files to its news website last 
Wednesday after they claimed to have hacked the NRA. 
The gang is threatening to release more of the files if 
they’re not paid, but no ransom demand was specified. 
NBC News reported that the files it saw were related to 
grants. The samples provided by the gang include blank 
grant proposal forms, a list of recent grant recipients, an 
email to a recent grant winner earlier this month, a W-9 
form and the minutes from a September 24th NRA 
teleconference meeting. 

Individual Impact: No consumer PII or financial data loss was disclosed in this breach as of press time.  

Customers Impacted: Unknown  

How It Could Affect Your Business: Data is of immense value to cybercriminals in the booming dark web 
data markets, and this data will appeal to many different cybercriminal operations.  



 

 www.denbeconsulƟng.com 810-207-3188  

United States: PracticeMax 

https://www.govinfosecurity.com/phi-stolen-in-practice-management-firms-ransomware-attack-a-
17813 

Exploit: Ransomware 

MoneyLion: Financial Services Platform 

Risk to Business: 1.822= Severe 

That old favorite credential stuffing makes an appearance 
this week with an attack on the financial services 
platform MoneyLion. The Utah-based fintech company 
provides mobile banking services for borrowing, saving, 
and investing money. MoneyLion informed customers 
that “an unauthorized outside party appears to have been 
attempting to gain access to your account on the 
application using an account password and/or possibly 
email address that appear to have been potentially 
compromised in a prior event”. The data breach notice 
outlined the attacks as taking place over the course of 
several weeks spanning June and July 2021. The 
company assured users that no information was stolen.     

Individual Impact: No consumer PII or financial data loss was disclosed in this breach as of press time.  

Customers Impacted: Unknown 

Risk to Business: 1.703= Severe 

In breach notification letters being sent on behalf of 
DaVita, Humana and Anthem, PracticeMax says the 
incident affected PHI including members’ first and last 
name, date of birth, address, phone number, Social 
Security Number, member ID number and clinical data 
pertaining to services received through 
the VillageHealth program.   
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United States: Schreiber Foods 

https://portswigger.net/daily-swig/us-clothing-brand-next-level-apparel-reports-phishing-related-
data-breach 

Exploit: Ransomware 

Schreiber Foods: Dairy Processor  

Risk to Business: 1.442=Extreme  

Wisconsin-based dairy powerhouse Schreiber Foods 
said its plants and distribution centers are back up and 
running after a ransomware attack ground operations 
to a halt over the weekend. The company announced 
that a “cyber event” had disrupted operations at its 
processing and distribution centers after critical 
systems were knocked or taken offline. Schreiber uses 
a variety of digital systems and computers to manage 
milk processing, so this event impacted the entire 
dairy supply chain in the US. This is the latest 
incident in a string of massive production-impacting 

Individual Impact: No consumer PII or financial data exposure was disclosed in this incident as of press 
time. 

Customers Impacted: Unknown 

How it Could Affect Your Business: More than 80% of reported security incidents in 2020 were phishing-
related, making this the biggest cyberattack vector for every business.  


