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7+(�:((.�,1�%5($&+�1(:6���������—��������� 

)DFW�RU�)LFWLRQ��$7	7�KDG�D�PDVVLYH�GDWD�EUHDFK"�:H¶OO�EULQJ�\RX�WKH�ODWHVW�LQ�WKH�EORJ��3OXV��D�FU\SWR�
LQFLGHQW�UDLVHV�H\HEURZV��7RNLR�0DULQH�UXQV�DJURXQG�LQ�D�GDWD�EUHDFK��UDQVRPZDUH�LV�LQ�IDVKLRQ�LQ�%UD]LO�
DQG�ZK\�FUHGHQWLDO�FRPSURPLVH�LV�VRPHWKLQJ�HYHU\RQH�QHHGV�WR�WDNH�VHULRXVO\�ULJKW�QRZ� 

$XJXVW����������E\�'HQQLV�-RFN 

 

,I�\RXU�EXVLQHVV�LVQ¶W�XVLQJ�RXU�'DUN�:HE�0RQLWRULQJ�6HUYLFHV�SOHDVH�
FDOO�XV�IRU�D�IUHH�VFDQ�DQG�WR�GLVFXVV�VHWWLQJ�XS�WKLV�FXWWLQJ�HGJH�PRQL�
WRULQJ�VHUYLFH�IRU�\RX� 
 
1RW�UHDG\�WR�WDON�\HW"��9LVLW�RXU�ZHEVLWH�WR�JHW�\RXU�)5((�'DUN�:HE�
6FDQ���<RX�ZLOO�JHW�D�IUHH��QR�REOLJDWLRQ�VFDQ�VHQW�WR�\RXU�LQER[�ZLWKLQ�
��KUV���9LVLW�WRGD\��ZZZ�GHQEHFRQVXOWLQJ�FRP 
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8QLWHG�6WDWHV��$7	7 
KWWSV���F\EHUQHZV�FRP�QHZV�DWW-GDWDEDVH-RI-��-PLOOLRQ-XVHUV-VROG-RQ-KDFNHU-IRUXP� 

([SORLW��+DFNLQJ 

$7	7��&RPPXQLFDWLRQV�&RQJORPHUDWH 

5LVN�WR�%XVLQHVV� ������ �([WUHPH 

$�ELW�RI�GUDPD�KDV�DULVHQ�DURXQG�ZKDW�DSSHDUV�WR�EH�D�GDWD�
EUHDFK�DW�WHOHFRP�JLDQW�$7	7��:KDW¶V�QRW�LQ�GLVSXWH�LV�
WKDW����PLOOLRQ�UHFRUGV�WKDW�DOOHJHGO\�EHORQJ�WR�$7	7�
PDGH�WKHLU�GHEXW�RQ�WKH�GDUN�ZHE�PDUNHW�WKLV�ZHHN�
FRXUWHV\�RI�6KLQ\+XQWHUV��7KH�KDFNHUV�FRQWHQG�WKDW�WKLV�
WUHDVXUH�WURYH�LV�IUHVK�GDWD�REWDLQHG�IURP�$7	7�WKURXJK�
WKHLU�LQJHQXLW\��$7	7�FRQWHQGV�WKDW�QR�EUHDFK�KDSSHQHG�
DQG�WKDW�WKLV�GDWD�ZDV�REWDLQHG�IURP�DQ�XQQDPHG�WKLUG-
SDUW\�VRXUFH��6KLQ\+XQWHUV¶�UHSXWDWLRQ�SUHFHGHV�WKHP��
WKH\�DUH�WKH�F\EHUFULPLQDOV�UHVSRQVLEOH�IRU�ZHOO-NQRZQ�
GDWD�WKHIWV�DW�0LFURVRIW��7RNRSHGLD��0DVKDEOH��3OXWR�79�
DQG�D�KRVW�RI�RWKHU�WDUJHWV��OHQGLQJ�FUHGHQFH�WR�WKHLU�
FODLPV��7KH�FRQWURYHUV\�ZDV�QRW�UHVROYHG�DW�SUHVV�WLPH� 

,QGLYLGXDO�,PSDFW� 6KLQ\+XQWHUV�SURYLGHG�ZKDW�ORRNV�OLNH�FXVWRPHU�LQIRUPDWLRQ�LQ�WKH�VDPSOH�SRVWHG�WR�
WKHLU�DQQRXQFHPHQW��EXW�WKH�IXOO�VSHFWUXP�RI�WKH�OHDNHG�GDWD�LV�XQFOHDU�� 

&XVWRPHUV�,PSDFWHG� 8QNQRZQ 

+RZ�,W�&RXOG�$IIHFW�<RXU�%XVLQHVV� 0DLQWDLQLQJ�VWURQJ�VHFXULW\�LQ�HYHU\�QRRN�DQG�FUDQQ\�RI�\RXU�FOLHQW¶V�
EXVLQHVV�LV�YLWDO�WR�SURWHFWLQJ�WKHP�IURP�LQFUHDVLQJO\�VRSKLVWLFDWHG�KDFNLQJ�WKUHDWV�� 
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8QLWHG�6WDWHV��,QGLDQD�'HSDUWPHQW�RI�+HDOWK 

KWWSV���ZZZ�ZRZR�FRP�SHUVRQDO-GDWD-RI-QHDUO\-������-KRRVLHUV-DFFHVVHG-LPSURSHUO\� 

([SORLW��0LVFRQILJXUDWLRQ 

,QGLDQD�'HSDUWPHQW�RI�+HDOWK��6WDWH�$JHQF\ 

5LVN�WR�%XVLQHVV� ������ �6HYHUH 

7KH�,QGLDQD�'HSDUWPHQW�RI�+HDOWK�KDV�GLVFORVHG�WKDW�GDWD�
IURP�WKH�VWDWH¶V�&29,'-���RQOLQH�FRQWDFW�WUDFLQJ�VXUYH\�
ZDV�LPSURSHUO\�DFFHVVHG�LQ�D�GDWDEDVH�PLVFRQILJXUDWLRQ�
LQFLGHQW�DIWHU�D�FRPSDQ\�ORRNLQJ�WR�IRUP�D�VHFXULW\-EDVHG�
EXVLQHVV�UHODWLRQVKLS�ZLWK�WKH�DJHQF\�DFFHVVHG�LW�DQG�
LQIRUPHG�WKH�'HSDUWPHQW�RI�WKH�PLVWDNH��7KH�DJHQF\�DQG�
WKH�FRPSDQ\�LQYROYHG�VLJQHG�DQ�DJUHHPHQW�QRWLQJ�WKDW�
WKH�GDWD�KDG�QRW�EHHQ�FRSLHG�RU�GRZQORDGHG��7KH�
PLVFRQILJXUDWLRQ�LVVXH�KDV�EHHQ�FRUUHFWHG�DFFRUGLQJ�WR�
WKH�DJHQF\� 

 

5LVN�WR�,QGLYLGXDO� ������ �6HYHUH 

7KH�GDWD�LQFOXGHG�WKH�QDPH��DGGUHVV��HPDLO��JHQGHU��
HWKQLFLW\�DQG�UDFH��DQG�ELUWKGD\�RI�QHDUO\���������
+RRVLHUV��DFFRUGLQJ�WR�,'2+� 7KH�DJHQF\ ZLOO�
VHQG OHWWHUV�QRWLI\LQJ�WKRVH�DIIHFWHG�E\�WKH�EUHDFK�DQG�
H[WHQG�DQ�RIIHU�IRU�RQH�\HDU�RI�IUHH�FUHGLW�PRQLWRULQJ�
ZLWK�([SHULDQ�  

&XVWRPHUV�,PSDFWHG� ������� 

+RZ�LW�&RXOG�$IIHFW�<RXU�%XVLQHVV� *RYHUQPHQW�WDUJHWV�KDYH�EHHQ�HVSHFLDOO\�XQGHU�WKH�JXQ�UHFHQWO\�DV�
F\EHUFULPLQDOV�VHHN�HDV\�URXWHV�WR�JDLQLQJ�ELJ�VFRUHV�RI�SHUVRQDO�GDWD�IURP�WDUJHWV�ZLWK�KLVWRULFDOO\�SRRU�
VHFXULW\�� 
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8QLWHG�6WDWHV��6W��-RVHSK¶V�&DQGOHU�+HDOWK�6\VWHP 

KWWSV���SRUWVZLJJHU�QHW�GDLO\-VZLJ�XV-KHDOWKFDUH-RUJ-VHQGV-GDWD-EUHDFK-ZDUQLQJ-WR-�-�P-SDWLHQWV-
IROORZLQJ-UDQVRPZDUH-DWWDFN 

([SORLW��5DQVRPZDUH 

6W��-RVHSK¶V�&DQGOHU�6-�&���+HDWK�6\VWHP 

5LVN�WR�%XVLQHVV� ����� 6HYHUH 

6W��-RVHSK¶V�&DQGOHU��D�PDMRU�*HRUJLD�KHDOWKFDUH�
QHWZRUN��KDV�DGPLWWHG�WKDW�LW�KDV�VXIIHUHG�D�GDWD�
EUHDFK�DV�SDUW�RI�D�UDQVRPZDUH�LQFLGHQW�WKDW�LW�MXVW�
XQFRYHUHG��7KH�V\VWHP¶V�,7�VWDII�ILUVW�GHWHFWHG�WKH�
EUHDFK�RQ�-XQH�����EXW�WKH�LQWUXVLRQ�RFFXUUHG�DV�HDUO\�
DV�'HFHPEHU�����������7KH�F\EHUFULPLQDOV�ODXQFKHG�
UDQVRPZDUH�IURP�WKLV�EUHDN-LQ��7KH�KRVSLWDO�V\VWHP�
DOVR�GLVFORVHG�WKDW�LW�KDG�EHHQ�IRUFHG�WR�XVH�SHQFLO�
DQG�SHU�UHFRUGNHHSLQJ�EULHIO\�DIWHU�LW�EHFDPH�XQDEOH�
WR�DFFHVV�LWV�V\VWHPV�RU�GDWD��7KDW�KDV�VLQFH�EHHQ�
UHVROYHG�DQG�,7�V\VWHPV�UHVWRUHG��7KH�LQFLGHQW�LV�VWLOO�
XQGHU�LQYHVWLJDWLRQ� 

 

,QGLYLGXDO�5LVN� ����� 6HYHUH 

7KH�VWROHQ�GDWD LQFOXGHV�H[WHQVLYH�SDWLHQW�UHFRUGV�
LQFOXGLQJ HDFK�SDWLHQW¶V�QDPH��DGGUHVV��GDWH�RI�ELUWK��
6RFLDO�6HFXULW\�QXPEHU��GULYHU¶V�OLFHQVH�QXPEHU��
SDWLHQW�DFFRXQW�QXPEHU��ELOOLQJ�DFFRXQW�QXPEHU DQG�
DVVRUWHG RWKHU�ILQDQFLDO LQIRUPDWLRQ� ,W�DOVR�LQFOXGHV�
WKHLU�KHDOWK�LQVXUDQFH�SODQ�PHPEHU�,'��PHGLFDO�
UHFRUG�QXPEHU��GDWHV�RI�VHUYLFH��SURYLGHU�QDPHV�DQG�
LQIRUPDWLRQ�DERXW�WKH�PHGLFDO�DQG�FOLQLFDO�WUHDWPHQW�
WKH\¶YH�UHFHLYHG�IURP�6-�&� ,PSDFWHG�SDWLHQWV�ZLOO�EH�
QRWLILHG�E\�PDLO�DQG�RIIHUHG�IUHH�FUHGLW�PRQLWRULQJ�
DQG�LGHQWLW\�SURWHFWLRQ�VHUYLFHV� 

&XVWRPHUV�,PSDFWHG������PLOOLRQ 

+RZ�LW�&RXOG�$IIHFW�<RXU�%XVLQHVV͗�  ,W�VKRXOGQ¶W�WDNH�WKDW�ORQJ�WR�GHWHFW�DQ�LQWUXVLRQ��HVSHFLDOO\�VLQFH�
KHDOWKFDUH�WDUJHWV�KDYH�EHHQ�LQFUHDVLQJO\�HQGDQJHUHG�IRU�WKH�ODVW�\HDU��7KDW�VSHDNV�WR�SRRU�F\EHUVHFXULW\�
K\JLHQH�� 
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-DSDQ��/LTXLG 
KWWSV���ZZZ�QHZVZHHN�FRP�KDFNHU-VWHDOV-��-PLOOLRQ-FU\SWRFXUUHQFLHV-LQFOXGLQJ-ELWFRLQ-HWKHUHXP-
������� 

([SORLW��+DFNLQJ 

/LTXLG��&U\SWRFXUUHQF\�([FKDQJH 

5LVN�WR�%XVLQHVV� ������ �([WUHPH 

-DSDQHVH�FU\SWR�H[FKDQJH�/LTXLG�ZDV�VDFNHG�E\�KDFNHUV�
WKLV�ZHHN�UHVXOWLQJ�LQ�WKH�WKHIW�RI�D�UHSRUWHG�����PLOOLRQ�
ZRUWK�RI�FU\SWRFXUUHQF\��7KH�VWROHQ�DVVHWV�LQFOXGH�FKXQNV�
RI�%LWFRLQ��(WKHUHXP�DQG�RWKHUV�EHLQJ�VWROHQ��7KH�ILUP�
VDLG�WKH�DWWDFN�WDUJHWHG�LWV�PXOWLSDUW\�FRPSXWDWLRQ��03&��
V\VWHP�RI�FXVWRG\��/LTXLG�DOVR�QRWHG�WKDW�LW�LV�PRYLQJ�
DVVHWV�WKDW�ZHUH�QRW�DIIHFWHG�LQWR�PRUH�VHFXUH�³FROG�
ZDOOHW´�VWRUDJH�ZKLOH�VXVSHQGLQJ�GHSRVLWV�DQG�
ZLWKGUDZDOV� 

&XVWRPHUV�,PSDFWHG� 8QNQRZQ 

�+RZ�LW�&RXOG�$IIHFW�<RXU�%XVLQHVV� ,QIUDVWUXFWXUH�WDUJHWV�DUH�LQFUHDVLQJO\�XQGHU�ILUH�E\�F\EHUFULPLQDOV�
EHFDXVH�RI�WKH�KLVWRULFDOO\�SRRU�VHFXULW\�DQG�ULFK�SD\RXWV�� 
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-DSDQ��7RNLR�0DULQH�+ROGLQJV 

KWWSV���ZZZ�F\EHUVFRRS�FRP�WRNLR-PDULQH-U\DQ-VSHFLDOW\-JURXS-UDQVRPZDUH-F\EHU-LQVXUDQFH� 

([SORLW��5DQVRPZDUH 

7RNL�0DDULQH�+ROGQJV��,QVXUHU 

5LVN�WR�%XVLQHVV� ������ �6HYHUH 

-DSDQ¶V�ODUJHVW�SURSHUW\�DQG�FDVXDOW\�FRPSDQ\��7RNLR�
0DULQH�+ROGLQJV��ZDV�VWUXFN�E\�UDQVRPZDUH�DW�LWV�
6LQJDSRUH�EUDQFK��7KH�LQVXUHU��ZKLFK�KDV�D�8�6��
GLYLVLRQ�DQG�RIIHUV�D�F\EHU�LQVXUDQFH�SURGXFW��VDLG�LW�
GLG�QRW�KDYH�DQ\�LPPHGLDWH�LQGLFDWLRQ�WKDW�DQ\�
FXVWRPHU�LQIRUPDWLRQ�ZDV�DFFHVVHG��7RNLR�0DULQH�ZDV�
DEOH�WR�LVRODWH�WKH�DIIHFWHG�QHWZRUN�DQG�QRWLILHG�ORFDO�
ODZ�HQIRUFHPHQW��,QYHVWLJDWRUV�IURP�DQ�RXWVLGH�YHQGRU�
DUH�ZRUNLQJ�WR�GHWHUPLQH�WKH�VFRSH�RI�WKH�GDPDJH� 

 

,QGLYLGXDO�,PSDFW� 7KHUH�KDV�QRW�\HW�EHHQ�DQ�DQQRXQFHPHQW�WKDW�HPSOR\HH��FXVWRPHU�RU�FRQVXPHU�
SHUVRQDO�RU�ILQDQFLDO�LQIRUPDWLRQ�ZDV�FRPSURPLVHG�LQ�WKLV�LQFLGHQW�EXW�WKH�LQYHVWLJDWLRQ�LV�RQJRLQJ� 

&XVWRPHUV�,PSDFWHG� 8QNQRZQ 

+RZ�LW�&RXOG�$IIHFW�<RXU�%XVLQHVV� &\EHUDWWDFNV�DJDLQVW�VHUYLFH�SURYLGHUV�KDYH�EHHQ�VWHDGLO\�LQFUHDVLQJ�
DV�F\EHUFULPLQDOV�VWULNH�DW�O\QFKSLQV�WR�JDLQ�DFFHVV�WR�HYHQ�PRUH�YDOXDEOH�GDWD�� 
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%UD]LO��/RMDV�5HQQHU 

KWWSV���WKHUHFRUG�PHGLD�UDQVRPZDUH-KLWV-ORMDV-UHQQHU-EUD]LOV-ODUJHVW-FORWKLQJ-VWRUH-FKDLQ� 

([SORLW��5DQVRPZDUH 

/RMDV�5HQQHU��)DVKLRQ�5HWDLOHU 

5LVN�WR�%XVLQHVV� ������ �6HYHUH 

/RMDV�5HQQHU��%UD]LOLDQ�ELJJHVW�IDVKLRQ�UHWDLO�FKDLQ��
KDV�EHHQ�VWUXFN�E\�D�UDQVRPZDUH�DWWDFN�WKDW�LPSDFWHG�
LWV�,7�LQIUDVWUXFWXUH�DQG�UHVXOWHG�LQ�WKH�XQDYDLODELOLW\�
RI�VRPH�RI�LWV�V\VWHPV��LQFOXGLQJ�RQOLQH�VKRSSLQJ��
5HSRUWV�FODLP�WKDW�WKH�GHHG�ZDV�GRQH�E\�5DQVRP([[�
DQG�LW�PD\�EH�UHODWHG�WR�DQ�LQFLGHQW�DW�D�%UD]LOLDQ�,7�
VHUYLFHV�SURYLGHU�DQG�WKDW�5HQQHU�SDLG�WKH�KDFNHUV�
����PLOOLRQ�LQ�UDQVRP� 

 

,QGLYLGXDO�,PSDFW� 7KHUH�KDV�QRW�\HW�EHHQ�DQ�DQQRXQFHPHQW�WKDW�HPSOR\HH��FXVWRPHU�RU�FRQVXPHU�
SHUVRQDO�RU�ILQDQFLDO�LQIRUPDWLRQ�ZDV�FRPSURPLVHG�LQ�WKLV�LQFLGHQW�EXW�WKH�LQYHVWLJDWLRQ�LV�RQJRLQJ�� 

&XVWRPHUV�,PSDFWHG� 8QNQRZQ 

+RZ�LW�&RXOG�$IIHFW�<RXU�%XVLQHVV� 5DQVRPZDUH�LV�WKH�ZHDSRQ�RI�FKRLFH�IRU�ERWK�UXQ-RI-WKH-PLOO�
F\EHUFULPLQDOV�DQG�QDWLRQ�VWDWH�WKUHDW�DFWRUV��(YHU\�EXVLQHVV�QHHGV�WR�EH�UHDG\�IRU�LW�� 
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%UD]LO��1DWLRQDO�7UHDVXU\��7HVRXUR�1DFLDO�%UDVLO� 

KWWSV���ZZZ�WHLVV�FR�XN�EUD]LO-QDWLRQDO-WUHDVXU\-UDQVRPZDUH-DWWDFN�� 

([SORLW��+DFNLQJ 

1DWLRQDO�7UHDVXU\��7HVRXUR�1DFLRQDO�%UDVLO���1DWLRQDO�*RYHUQPHQW�$JHQF\ 

5LVN�WR�%XVLQHVV� ������ �6HYHUH 

7KH�%UD]LOLDQ�JRYHUQPHQW�KDV�FRQILUPHG�WKDW�WKH�
1DWLRQDO�7UHDVXU\��7HVRXUR�1DFLRQDO�%UDVLO��IHOO�
YLFWLP�WR�D�UDQVRPZDUH�DWWDFN�RQ�$XJXVW�����7KH�
H[WHQW�RI�WKH�GDPDJH�LV�XQFOHDU�DQG�RSHUDWLRQV�LQ�WKH�
GHSDUWPHQW�ZHUH�TXLFNO\�UHVWRUHG��*RYHUQPHQW�
RIILFLDOV�ZHUH�TXLFN�WR�DVVXUH�LQYHVWRUV�WKDW�WKH�
F\EHUDWWDFN�GLG�QRW�DIIHFW�WKH�RSHUDWLRQV�RI�7HVRXUR�
'LUHWR��ZKLFK�HQDEOHV�WKH�SXUFKDVH�RI�%UD]LOLDQ�
JRYHUQPHQW�ERQGV��7KH�LQFLGHQW�LV�QRW�VXVSHFWHG�WR�
EH�WKH�ZRUN�RI�QDWLRQ-VWDWH�WKUHDW�DFWRUV� 

&XVWRPHUV�,PSDFWHG� 8QNQRZQ 

+RZ�LW�&RXOG�$IIHFW�<RXU�%XVLQHVV� 5DQVRPZDUH�LV�D�SRSXODU�WRRO�WR�XVH�DJDLQVW�JRYHUQPHQW�WDUJHWV�
EHFDXVH�LW¶V�DQ�HDV\�ZD\�IRU�F\EHUFULPLQDOV�WR�FUHDWH�GLVUXSWLRQV�WKDW�PD\�SURGXFH�UDQVRPV�PRUH�HDVLO\�� 
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,QGRQHVLD��27�*URXS 

KWWSV���ZZZ�FKDQQHOQHZVDVLD�FRP�EXVLQHVV�RUDQJHWHH-GDWD-VHFXULW\-EUHDFK-UHDO-HVWDWH-������� 

([SORLW��+DFNLQJ 

27�*URXS��5HDO�(VWDWH�+ROGLQJ�&RPSDQ\ 

5LVN�WR�%XVLQHVV� ������ �6HYHUH 

27�*URXS��D�UHDO�HVWDWH�KROGLQJ�FRPSDQ\�WKDW�LV�SDUW�
RI�WKH�2UDQJH7HH�	�7LH�DQG�2UDQJH7HH�$GYLVRU\�
IDPLO\��DQQRXQFHG�WKDW�LW�KDG�H[SHULHQFHG�D�GDWD�
EUHDFK��7KH�FRPSDQ\�VDLG�LW�UHFHLYHG�DQ�HPDLO�IURP�D�
WKLUG�SDUW\�FODLPLQJ�WR�KDYH�DFFHVVHG�LWV�,7�QHWZRUN�
DQG�UHSRUWHG�WKH�LQFLGHQW�WR�WKH�UHOHYDQW�DXWKRULWLHV��
7KH�LQFLGHQW�LV�XQGHU�LQYHVWLJDWLRQ� 

,QGLYLGXDO�,PSDFW� 7KHUH�KDV�QRW�\HW�EHHQ�DQ�DQQRXQFHPHQW�WKDW�HPSOR\HH��FXVWRPHU�RU�FRQVXPHU�
SHUVRQDO�RU�ILQDQFLDO�LQIRUPDWLRQ�ZDV�FRPSURPLVHG�LQ�WKLV�LQFLGHQW�EXW�WKH�LQYHVWLJDWLRQ�LV�RQJRLQJ�� 

&XVWRPHUV�,PSDFWHG� 8QNQRZQ 

+RZ�LW�&RXOG�$IIHFW�<RXU�%XVLQHVV� )LQDQFLDO�FRPSDQLHV��ILQDQFLHUV�DQG�ILQWHFK�KDYH�EHHQ�FDWQLS�IRU�
KDFNHUV�WKLV�\HDU��DQG�WKH\¶UH�VHHNLQJ�DQ\�DYDLODEOH�URXWH�WR�DFFHVV�LQIRUPDWLRQ�WKDW�FDQ�OHDG�WKHP�WR�D�
KHDOWK\�SD\GD\�IURP�WKRVH�ILUPV�� 


